
 ABOUT THE WORKSHOP 

This workshop aims to furnish students with a 

thorough introduction to the principles of 

ethical hacking and cybersecurity, integrating 

academic foundations with substantial 

practical experiential learning.     The course 

encompasses both offensive and defensive 

strategies to furnish learners with a 

comprehensive understanding of modern 

computer security.   Participants will gain 

knowledge in information gathering, 

vulnerability scanning, social engineering, 

and the exploitation of system and web 

vulnerabilities with tools such as NMAP, 

Nessus, Metasploit, SQLMap, SETool, 

Wireshark, and Burp Suite. 

 
 

COURSE OBJECTIVE 
 

1. Apply ethical hacking principles to 

evaluate and respect security boundaries. 
 

2. Perform reconnaissance and vulnerability 

assessment to uncover system weaknesses. 
 

3. Execute controlled exploitation to 

understand attacker techniques and system 

flaws. 
 

4. Analyze and secure web/database 

applications against common attacks. 
 

5. Detect and defend against intrusions using 

monitoring and traffic analysis. 
 

6. Communicate findings effectively through 

professional penetration-test reports and 

security awareness. 

COURSE CONTENT 

1. Foundations: An overview of ethical 

hacking, ethical/legal aspects, and 

networking essentials to build a strong 

base for ethical hacking. 
 

2. Reconnaissance:  Using tools like 

NMAP and Nessus, archive, whois, 

dnsenum to map digital footprints, 

discover hosts, services, and 

vulnerabilities. 
 

3. Traffic Analysis & Interception: Using 

networking monitoring tools such as 

Wireshark and Burp Suite to analyze 

traffic, intercept communications, and 

address monitoring challenges. 
 

4. Web & Database Attacks: Hands-on 

exploitation and mitigation of XSS, file 

upload flaws, and SQL injection. 
 

5. System Attacks: Password attacks, 

hash-cracking, and brute-force 

techniques, and countermeasure. 
 

6. Exploitation: Explore Metasploit for 

system exploitation, payload creation, 

privilege escalation, and post-

exploitation; cover attacker workflows 

and mitigation. 
 

7. Social Engineering: Explore phishing, 

pretexting, vishing, and physical/social 

reconnaissance; run a simulated phishing 

lab and cover defenses, awareness, and 

mitigation. 
 

8. Defense & Reporting: Address 

detection and secure-coding challenges, 

guide professional reporting. 
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ABOUT NIT ROURKELA 
National Institute of Technology (NIT) Rourkela is an 

institution of national importance funded by the Ministry of 

Education. NIT Rourkela was established as Regional 

Engineering College (REC) on August 15, 1961. In India, 

it was ranked 19th among engineering colleges by the 

National Institutional Ranking Framework (NIRF) in 2024. 

For details about the institute, please visit us at 

www.nitrkl.ac.in.  

 

 
ABOUT DEPARTMENT OF 

COMPUTER SCIENCE & ENGINEERING 

Department of Computer Science & Engineering, NIT 

Rourkela, was established in 1982. Since its inception, the 

Department has been under dynamic progress and has been 

able to develop a reputation for imparting quality education 

both in undergraduate and graduate programs. The 

department also offers Ph. D. for regular and sponsored 

candidates. Please visit https://website.nitrkl.ac.in/CS/ to 

learn more about the Department of CSE. The department 

has well-equipped modern laboratories such as Software 

Engineering, Distributed Object Systems, Information 

Security & Data Communication, Image Processing & 

Cluster Computing and Advanced Database Engineering 

Labs for pursuing research while keeping in view of 

technological advancement. 

 

 

REGISTRATION & FEE PARTICULARS 

Registration Fee 

Students Rs.1,180/-(online) 

Rs. 2,360/-(offline) 

Faculty from Academic Institutions Rs. 2,360/ 

Employees from Industry and R&D 

Organizations                                                                                               

 

Rs. 4,720/- 
Accommodation Charges 

Guest house (South / North block) As Per Institute 

Norms Hostel (for students) 

(Lodging, boarding, lunch and dinner facility can be availed on 

separate payment basis and based on availability.) 

 

BANK ACCOUNT DETAILS FOR REGISTRATION  

Account Name:   CONTINUING EDUCATION    

  NIT ROURKELA 

Account No.:   10138951784 

Bank Name State Bank of India (002109) 

Branch:                                                                                                  NIT Rourkela Campus 

IFSC Code SBIN0002109 

 

REGISTRATION FORM 

    

    Click here for the Google Form Registration Link 

                     
Patron   Prof. K. Umamaheswar Rao, Director, NIT 

  Rourkela 

Chairman   Prof. Bibhudatta Sahoo, HoD CSE 

Convener Dr. Dev Narayan Yadav 

Co-Convener Dr. Ramesh Kumar Mohapatra 

 

 Correspondence 

 Dr. Dev Narayan Yadav 
 Assistant Professor & Convener 

 Dept. of CSE, NIT Rourkela, Odisha, India-769 008. 

 E-mail: yadavd@nitrkl.ac.in  
 

 Student Coordinators 

 Mr. Krishna Kumar Rathor: 6263612174 

 Mr. Sahil: 8303032533 
 

TARGET PARTICIPANTS 

This workshop is appropriate for students of all levels, 

research scholars, faculty members, industry experts, and 

general learners seeking to improve their understanding of 

hacking and countermeasure. It will benefit anyone who 

wishes to be secure and vigilant in today's digital world. 

 

IMPORTANT DATES 

Registration Starts  1st  October 2025 

Registration Ends  25th November 2025 

Maximum Offline Participants 

(First Come First Serve Basis) 
 100 

Registration Confirmation                                                                                               1st December 2025 

Course Schedule 06-19th December 2025 

 

PREREQUISITES 

1. The offline participants should bring their laptop. 

2. Basics of Linux commands, Networking and SQL. 

 

TOURIST PLACES NEARBY 

 

       

         

         Khandadhar               Pitamahal Dam 

        Waterfall 
 

           

  

   Vedvyas Temple              Mandira Dam 
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